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Abstract Even if existing cloud software systems are built with re-

liability and failure tolerance as primary goallJ 13, 16,

their recovery protocols are often buggy. For example, the
developers of Hadoop File Syster®g] have dealt with 91
recovery issues over its four years of developmerd.[
There are two main reasons for this. Sometimes developers
fail to anticipate the kind of failures that a system can face
in a real setting€.g, only anticipate fail-stop failures like
crashes, but forget to deal with data corruption), or they in
correctly design/implement the failure recovery code.r€he

As hardware failures are no longer rare in the era of cloud
computing, cloud software systems must “prevail” against
multiple, diverse failures that are likely to occur. Tegtsoft-
ware against multiple failures poses the problem of combi-
natorial explosion of multiple failures. To address thisipr
lem, we present PreFail, a programmable failure-injection
tool that enables testers to write a wide range of policies to
prune down the large space of multiple failures. We integrat
PreFail to three cloud software systems (HDFS, Cassandra, -
and ZooKeeper), show a wide variety of useful pruning poli- hav_e b_e_en many SEerious consequenees, (data_ loss, un-
cies that we can write for them, and evaluate the speed-upsava"ab'“ty) of the presence of recovery bugs in real cloud
in testing time that we obtain by using the policies. In our SYStems$,7,8, 18].

experiments, our testing approach with appropriate pelici To test recovery, _th.ere. has been some work that has pro-
found all the bugs that one can find using exhaustive testingP0Sed novel failure-injection tools and frameworks, betth

while spending 10X—200X less time than exhaustive testing.prim"’lrily address single failures during program exegutio
However, cloud software systems fafrequent multiple,

anddiversefailures. In this regard, there is a need to advance
the state-of-the-art of failure testing — multiple failaneeed
Keywords fault injection, distributed systems, testing to be systematically explored in program execution. Unfor-
tunately, exercising multiple failures is not straightvi@rd.
The challenge to deal with is tle@mbinatorial explosion of
multiple failuresthat can be exercised.

From our personal experience and our conversation with
1. Introduction some developers of cloud sqftware systgm_s, we found that

] i . a tester can employ many different heuristics to prune the
With the arrival of the cloud computing era, large-scale |arge combinations of multiple failures. For example, #etes
distributed systems are increasingly in use. These systemsyjght only want to fail a representative subset of the compo-
are built out of hundreds or thousands of commodity ma- nents of a system, or inject only a subset of all possible fail
chines that are not fully reliable and can exhibit frequaitt f ure types, or reduce the number of failure-injection points
ures L3, 20, 34, 37, 41]. Due to this reason, today’s “cloud  ith some optimizations, or explore failure-injection pisi
software” {.e., software that runs on large-scale deploy- that satisfy some code-coverage objectives, or fail proba-

ments) does not assume perfect hardware reliability. Cloud bilistically. Furthermore, the tester might want to use mul
software has a great responsibility to correctly recovemfr tiple heuristics together.

diverse hardware failures such as machine crashes, disk er- - 1o enaple testers to express many different pruning

rors, and network failures. heuristics or policies, we design, implement, and evalu-
ate RREFAIL, a programmable failure-injection tool for
multiple-failure injection. More specifically, we make the

General Terms Reliability, Verification

Categoriesand Subject Descriptors  D.4.5 [Operating Sys-
temg: Reliability; D.2.5 [Software Engineerig Testing
and Debugging
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plore all possible multiple-failure combinations, which Node A Node B

can be too huge to test with reasonable resources andtl- write(B, msg);  Bl. write(A, msg);
time. To enable programmability, we decoupleeFAIL A2. read(B, header); B2. read(A, header);
into two pieces: the failure-injection engine which is ca- 43 Te2d(B, body);  B3. read(h, body);

. . . . . A4. write(B, msg); B4. write(A, msg);
pable of mterposmg@ﬁerent e>_<ecut|on points qf the SYS- 45. write(Disk, buf);: BS. read(Disk, buf);:
tem under test and is responsible for performing failure
injection at those points, and the failure-injection drive
where testers can write pruning policies that “drive” the
engine (e, make decisions about which failures to in-
ject). RREFAIL provides suitable abstractions of failures
and the execution points where the failures can be in-
jected, and also profiles of executions where failures are L
Jinjected. These art))stractions can be used by testers to easg' Extended Motivation
ily write a wide variety of pruning policies. In this section, we present an extended motivation for fgavin
a programmable tool for multiple-failure injection.

Figure 1. Example code.

PREFAIL (§4), evaluation of REFAIL (§5), limitations §6),
related work §7), and finally conclusions@) .

2. We present a number of pruning policies that we have
written for distributed systems. If a tester has a good 2.1 The Combinatorial Explosion of Multiple Failures
knowledge about the system being tested, then she ca
easily write appropriate policies to explore the failures
that meet her testing objectives. But, even if the tester

does not know much about the system, we show that tributed to the complex characteristics of failures that ca

she can still use generic coverage based polices, . . . . .
9 g b ; .( arise: different types of failure®(g, crashes, disk failures,
code-coverage and recovery-coverage based policies) to

systematically test the system. In our experiments, we chil;vzz:grzs’ rl\?\};v::fr(]opnart:}é%?'rr]]%)aeds'ﬁggn;sgrgﬁdggm
found all bugs in a system with appropriate policies in timings € .gf:';\ilures ha gen at different stayl es of the pro-
time that is much lesser than the time to exhaustively test gs €9, PP g P

all possible failure sequencesg, 20 hours vs. 1/2 hour). tocol). Exhaustively expl_orlng all possible fa_llure seqoes
can take a lot of computing resources and time.

3. We have integratedrEFAIL to three popular cloud sys- Let's consider the code segment in Figdréhat runs on
tems: Hadoop File System (HDF S, ZooKeeper 23], a distributed system with two nodes, A and B. This program
and Cassandr&§]. We provide a thorough evaluation of  executes reads and writes (to the network and the disk) in
the speed-ups in the testing process that we obtain by us-each node. Given this program, hardware failures such as
ing the pruning policies that we wrote. In terms of bug transient I/O failures, crashes, data corruptions, anaorét
finding, so far we have focused more on HDFS. We found fajlures, can happen around the 1/0O operations. Thus, we
all of the 16 new bugs in HDFS that we had found in pre- \ould like to test the tolerance of this code against diffiére
vious work [L8], and also found 6 newer bugs. kinds of failures by injecting those failures during its exe

cution. For example, we can inject a transient I/O failure at

We have made REFAIL publicly available for download  the write call on line Al by executing code that throws an
from http://sourceforge.net/projects/prefail/. IOException instead of executing the write call.

We have, in fact, already worked with engineers from Cloud-  Let us suppose that a tester wants to test against crashes

era Inc. to test their version of Hadoop software. More real- beforeread andwrite calls, and that she wants to inject two

world adoption of REFAIL is in progress. crashesin an execution. One possible combinationis thcras

In our previous work18], we had begun the quest of find-  before the write at A4 and then to crash before the write at
ing techniques to prune down multiple-failure sequences. | B5. Overall, since there are 5 possible points to inject aftra
this prior work, we only presented two rigid pruning poligie  on every node, there abé« N (N —1) possible ways to inject
which are hard-coded in the failure-injection tool that we two crashes, where N is the number of participating nodes (N
built. Based on more experience and conversation with some= 2 in the above example). Again, considering many other
developers of cloud software systems, we found that therefactors such as different failure types and more failures th
were many more pruning policies that a tester would like can be injected during recovery, the number of all possible
to use. This led us to re-think and re-structure our failure- failure sequences can be too many to explore with reasonable
injection tool so that it can let testers easily and rapidiigav computing resources and time.
various kinds of policies.

Inthe rest of the paper, we present an extended motivation
for having a programmable failure-injection togP}, the To address the aforementioned challenge, we believe that
design and implementation ofRRFAIL (§3), examples of there are many different ways in which a tester could reduce
a wide range of pruning heuristics that we can write in the number of failures to inject. Below, we present some ex-

nTesting systems against multiple failures is unforturyatet
straight-forward — the challenge to deal with is t@mbi-
natorial explosion of multiple failuresThis explosion is at-

2.2 The Need For Programmable Failure-Injection


http://sourceforge.net/projects/prefail/

amples based on our personal experience and our conversg
tion with some developers of cloud software systems. Our
goal is to allow testers to express failure space pruning pol
cies of different complexities so that they can choose a suit
able policy based on testing budget and requirement.
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Failing a component subsetLet’'s suppose a tester wants
to test a distributed write protocol that writes four repic ~ Figure 2. PREFAIL Architecture. The figure shows the sep-

to four machines, and let’'s suppose that the tester wants toaration of failure-injection engine (mechanism) and drigolicy).
inject two crashes in all possible ways in this execution to The pruning policies written in the driver make failure dgons
show that the protocol could survive and continue writing that drive the engine.

to the two surviving machines. A brute-force technique will

inject failures on all possible combinations of two nodes

(i.e., (3)). However, to do this quickly, the tester might wish to happen at any of these 10 calls. In a brute-force man-
to specify a policy that just injects failuresamytwo nodes.  ner, a tester would run ten experiments where disk failure
begins at 10 different calls. However, with some operating
system knowledge, the tester might inject disk failure only
on the first read. The reasoning behind this is that a file is
typically already buffered by the operating system after th
first call. Thus, it is unlikely (although possible) to haa-e

lier reads succeed and the subsequent reads fail. In our ex-
perience, by reducing these individual failures, we gyeatl
reduce the combinations of multiple failures.

Failing a subset of failure types: Another way to prune
down a large failure space is to focus on a subset of the
possible failure types. For example, let's imagine a t@stin
process that, at every disk 1/0O, can inject a machine crash or
a disk I/O failure. Furthemore, let's say the tester knoves th
the system is designed as a crash-only softwé@lrettiat is,

all /0 failures are supposed to translate to system crasgh (f
lowed by a reboot) in order to simplify the recovery mecha-
nism. In this environment, the tester might want to justéhje  Failing probabilistically: Multiple failures can also be re-
/O failures but not crashes because it is useless to infecta duced by only injecting them if the likelihood of their oc-
ditional crashes as /O failures will lead to crashes anyway currence is greater than a predefined threst&8040]. This
Another good example is the rack-aware data placement protechnique is useful especially if the tester is interestembi-
tocol common in many cloud systems to ensure high avail- related failures. For example, two machines put within the
ability [14, 38]. The protocol should ensure that file replicas  same rack are more likely to fail together compared to those
should be placed on multiple racks such that if one rack goesput across in different rack44j. A tester can use real-world
down, the file can be accessed from other racks. In this sce-statistical data to implement policies that employ somk fai
nario, if the tester wants to test the rack-awareness piyoper ure probability distributions.

of the protocol, only rack failures need to be injectedy( In summary, there are many different ways in which a
vs. individual node or disk failures). tester can reduce the number of failures and their combina-

-~ , tions to be injected. Thus, we believe that there is a need for
Coverage-based policiesA tester might want to speed up . ST
a programmable failure-injection tool that enables tester

the testing process with some coverage-based policies. For . . e . .
example, let's imagine two different 1/0s (A and B) that if express qln‘ferent pruning p_ollmes_. In the following seati
failed could initiate the same recovery path that performs '° describe our approach in detail.

yp p
another two 1/0Os (M and N). To ensure correct recovery, . ..
a tester should inject more failures in the recovery path. A 3. Programmable Failure Injection
brute-force method will perform 4 experiments by injecting In this section we present the design &fE8FAIL. To enable
two failures at AM, AN, BM, and BN (M and N cannot be  programmability, we borrow the classic principle of sepa-
exercised by themselves unless A or B has been failed). Butration of mechanism and polic,[30, 39]. With this prin-
a tester might wish to finish the testing process when sheciple, we decouple our failure-injection framework intcotw
has satisfied some code coverage policy, for example, bypieces: the Fl engine and the FI driver as depicted in Figure
stopping after all I/O failures in the recovery path (at M and (FI stands for failure-injection). The FI engine is the camp
N) have been exercised. With this policy, she only needs to nent that injects failures in the system under test, and the F
run 2 experiments with failures at AM and AN. driver is the component that takes tester-specified pslicie
decide where to inject failures. The Fl engine exposes fail-
ure related abstractions to the FI driver that can be used by
the testers in their policies. In the following sections, fikst
illustrate the test workflow in REFAIL (§3.1), and then we
explain the FI engines@.2), the abstraction interfacé3.3),
the FI driver and policiessB.4), and finally the detailed al-

Domain-specific optimization: In some cases, system-
specific knowledge can be used to reduce the number of
failures. For example, consider 10 consecutive Java read
I/Os that read from the same input file.q, £ .readInt (),
f.readLong(), ...). In this scenario, disk failure can start
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Figure 3. PREFAIL TestWorkflow. An alphabetical symbol ~ 12Pl€ 1. anur.e—lnjectlon Point (fip) and Failure-
represents a failure-injection point or task. A box reprasea fail- Injection Task (fit). The left table illustrates gip with label

ure sequence (a sequence of failure-injection tasks) tobeised. B§. More cqntext can t_’e added by addlrlg more key-value map-
A letter in a circle represents a failure-injection points#rved in pings. The right-hand side table shows differgat s that can be

an experiment. For ease of reading, a letter in a box represan formed for thefzp .
crash failure-injection task (e.g4, in a box should be read as.).

fit

(crashB5) / B5.
(corruption,B5) / B5..
(disk failure,B5) / B54

second crash. ThusRRFAIL would automatically exercise

just one ofA.E. andB.E. to satisfy this policy instead of
gorithm of the test workflow§@.5). We give some examples  exercising both of them. The step from injecting two faikire
of policies in Sectior8.4.3 but for more examples and de- to three failures per execution is similar.
tails, readers can refer to Sectién )

3.2 FlEngine
3.1 Test Workflow The failure-injection tasks described above are created by
Figure3 shows an example scenario of the testing process inthe FlI engine. The FI engine interposes different execu-
PREFAIL . The tester specifies three failures as the maximum tion points in the system under test and injects failures at
number of failures to inject in an execution of the system those points. The target failure-injection points and tvege
under test. The Fl engine first runs the system with zero of failures that can be injected all depend on the objec-
failure during execution (i.e. without injecting any faitu  tive of the tester. For example, interposition can be done
during execution). During this execution, it obtains the se at Java/C library calls18, 31], TCP-level I/Os 2], disk-

of all execution points where failures can be injected.,( level I/Os B5], POSIX system callsZ8], OS-driver inter-
failure-injection pointsas described in Sectiod.3): A, B, faces p4], and at many other points. Depending on the tar-
andc. Let us assume that we are interested only in crashes,get failure-injection points, the range of failures that ¢
and letA., B., andC. denote the injection of crasheise(, injected varies.

failure-injection tasksas described in Sectiod.3 at the In our work, we use a failure-injection tool that we had
failure-injection points, B, andc, respectively (for ease of  built in prior work [18] as the FI engine. This particular
reading, a failure-injection task. is represented asin a FI engine interposes all I/O related to calls to Java lilesri

box in Figure3). Using the tester-specified policies, suppose and emulates hardware failures by supporting diverseréilu
PREFAIL prunes down the set of failure-injection tasks\to types such as crashes, disk failures, and network paititjon
andB,, and then exercises each failure-injection task in the at node and rack levels.
pruned down set. The FI driver tells the FI engine to run a set of experi-
After exercising a failure-injection task, the FI en- ments that satisfy the written policies. Axperimenis an
gine records all failure-injection points seen where farth ~ execution of the system under test with a particular failure
crashes can be injected. For example, after exercising scenario (could be one or multiple failures). For example,
(that is, injecting a crash at), the Fl engine observes using the example in Figurk the FI driver could tell the Fl
the failure-injection point® andE. From this information,  engine to run one experiment with one specific failuerg(
the FI engine creates the set of sequences of two failure-a crash before the write at A4) or two concurrent failures
injection tasks\.D. andA_ E.. that can be exercised while in-  (e.g, the same crash plus a crash before the write at B4).
jecting two crashes in an execution. Similarly, it cre&es. .
after observing the failure-injection poiBtin the execution ~ 3-3 Abstractions
that exercises.. In this section, we provide the abstractions that bridge the
As mentioned before, the number of all sequences of FI engine and the FI driver. The FI engine provides the
failure-injection tasks that can be exercised tends torfgela  following abstractions of failures and execution pointenh
Thus, RREFAIL again uses the tester-specified policies to failures can be injected, and of failure-injection expents.
reduce this number. For example, a tester might want to testThese abstractions can be used by testers in their pruning
just one sequence of two crashes that exerdiseas the policies.



1. Failure-Injection Point (fip). A failure-injection point

Algorithm 1 fpGen

(fip) is a map from a set of keys to a set of value¥'. It 1
is a static abstraction of an execution point where a failure
can beinjected. A kek in K represents a part of the static

or dynamic context associated with the execution point.
For examplek could be ‘func’ to represent the function

the function in thef ip. Other examples fok are: ‘loc’

for the location of the function call in the source code,
‘node’ for the node ID on which the execution occurs,
‘target’ for the target of the 1/0 executed by the function

2
3
4
call being executed. It would be mapped to the name of 5
6
7
8
9

. Inputs:

A filter predicate flt and a set of
failure sequences FS

: Output: A set of failure sequences FSp
. FSP = {}
: for fsin FSdo

if £1t(fs) then
FSp =FSp U {fS}
end if

. end for
. return FSp

call (e.g, the name of the file being written to in case of

a disk write 1/0), and ‘stack’ for the stack trace. Tattle

Algorithm 2 cpGen

shows thefip corresponding to the execution point at the
read call atline L5 in node B in Figur&. We denote the
set of all failure-injection points bfp.

. Failure-Injection Task (fit). A failure-injection task
(fit) is a pair of a failure typed.g, crash, disk failure)
and a failure-injection point. Thus, it f € F x P,
where F denotes the set of all failure types. Given a
failure-injection point, there are different types of fail
ures that can be injected at that point. For example, Ta-
ble 1 shows differenfits that can be formed for thia p

1: Inputs:

©oo NGO RARLODN

A cluster predicate cls and a set of
failure sequences FS

: Output: A set of failure sequences FSp

FSp = {}

E= Fchls

for e in £ do
fs=select an element from e randomly
FSp =FSp U {fS}

end for

. return FSp

illustrated in the same table for three different types of
failures (crash, data corruption, and disk failure). Exer-
cising afit f = (ft, fp) means injecting the failure type
ft at thefip fp.

Since we are interested in injecting multiple failures dur-

empty sequence (311Fips andpostInjectionFips
both return the set of alfips seen in the execution in
which no failure is injected.

ing execution in addition to single failures, we also con- 3.4 Fl Driver
sider sequences of failure-injection tasks. We denote the Based on the abstractions above, the FI driver provides sup-

set of all sequences of failure-injection tasks @y We
call a sequence of failure-injection tasks afiure se-
guencen short.

. Per-experiment profile. To allow powerful policies (a

port for writing predicates that it uses to generate pdicie
that express how to prune the failure space. For convenience
and brevity, whenever we say that a tester writes a policy,
we mean that the tester writes the predicate that is later use

variety of policies) to be written, the FI driver profiles the by the Fl driver to generate the policy. A policy is a func-
execution of the system in every experiment, and makestion p : 29 — 22. It takes a set of failure sequences, and
the profiling information available to testers. Testers can returns a subset of the sequences to be explored by the FI
use the profiles of already executed experiments to decide€ngine. Testers can use the failure and execution point ab-
in their policies which failure sequences to exercise in Stractions, and execution profiles provided by the FI engine
future experiments. Our strategy in profiling an execution in their predicates. There are two different kinds of predi-

is by recording the set of failure-injection points observe

cates that can be written to generate two different kinds of

during the execution. The reasoning behind this is that Policies:filter andclusterpolicies. FREFAIL can also com-

failure-injection points are typically built out of I/O dal

pose the policies generated from different predicates to ob

library calls, or system calls, and these calls can be usedtain more complex policies.

to approximately represent an execution of the system
under test. Thus, an execution profiepc 27.

LetallFips: Q — 27 andpostInjectionFips: Q —

3.4.1 Filter Policy
A filter policy uses a tester-written predicatet: Q —

97 be the functions that return execution profiles of Boolean.The predicate takes a failure sequefsas an ar-
failure-injection experiments. Given a failure sequence gument and implements a condition that decides whether to

fs, al1Fips(fs) returns the execution profile consisting
of all fips observed during the experiment in whifsh
is injected, anostInjectionFips(fs) returns the set
of all £ips observedafter fshas been injected. For the

exercisefs or not. Algorithm1 explains how a filter policy
works. Given a predicatelt, the functionfpGen : (Q —
Boolean) — (22 — 29) (implemented in REFAIL) gener-
ates a filter policy out of it. The policy takes a set of failure

sequence&S applies thef1t predicate on each sequence



Afs. ( A sy, fsy. (

let ((fty, fpy), ..., (ft,, fp,)) = fsin let rec(fs) = allFips(fs) \ allFips(()) in
let isCrash(ft) = (ft == crash) in let eq(fs;, fs;) = (rec(fs;)) == rec(fsy)) in
let inSetup(fp) = fp[‘stack’] has ‘setup’ in let (fi1, ..., fim) =fsiin
A isCrash(ft;) A inSetup(fp;) let fs;p = (fi1, -y fipm—1)) IN
ie{l,...,n} let (fgl, ey an) :f52 in
) let fS5p = (fars «-vs fom_1)) in
(ea(fsip, fs2p) A (fim == fan) A (m > 2)
Figure 4. Setup-stage filter.Return true if allfit s (fti, fp1), A (n > 2))
..., (ft,, fp,) in fs correspond to a crash within the tup function. )

Figure 5. Recovery path cluster. Cluster two failure se-

fs, and retaings in its result seFSp if the predicate holds ~ quences if their lasfi¢s are the same and their prefixes (that
for it. exclude the lasfit s) result in the same recovery path.

3.4.2 Cluster Policy path. RREFAIL’s test workflow is such that when deciding

A cluster policy uses a tester-implemented predicats: whether to test a failure sequenaeq, fs;), all of its pre-

Q x Q — Boolean. The predicate takes two failure se- fixal sequencese(g, fs; p) would have already been tested,
quences as arguments, and returns true if the tester considand thus we would have already seen the recovery paths that
ers them to be similare(g, exercising either of them would  they lead to. Figuré uses the functiomec to characterize a
result in the same test coverage), and false otherwise. Therecovery path. It uses the set of adlps seen in the recovery
predicate implicitly implements an equivalence relatiQiuR  path to characterize it. From &l ps observed during an ex-
={(fs1, fs;) | c1s(fsy, fs;)}. Algorithm 2 shows how a clus-  ecution in which a failure sequence is injected, we subtract
ter policy works. Given &1s predicate, the functioapGen out thefips that are observed during normal program exe-

1 (Q x Q — Boolean) — (22 — 2°) (implemented in  cution (that is, when no failure is injected) to obtain figs
PREFAIL) generates a cluster policy out of it. The policy seen in the recovery path. More details about recovery path
uses the predicate to partition its argument set of failere s clustering can be found in Sectid.

quences=Sinto disjoint subset&SR.;. It then randomly PREFAIL also enables composition of policies. For ex-
selects one failure sequenisérom each equivalence class. ample, the policies that use the predicates in Figdasd5
Thus, the tester implements her notion of equivalence bffai  (fpGen(f1t) andcpGen(cls)) can be composed to first fil-

ure sequences, and the policy uses the equivalence relatiorer out only those failure sequences that have crashes in the
to select failure sequences such that all equivalenceesass setup stage, and then to cluster the filtered sequencesiaccor

in its argument set of failure sequences are covered. ing to the recovery paths that they would lead to. Secfion
o shows how to write the policies in Python irREFAIL, and
3.4.3 Example Policies also gives many other examples of policies.

We give brief examples of how one can use the filter and )

cluster policies. Suppose that a tester is interested iimges 3> 1est Workflow Algorithm

the tolerance of the setup stage of a distributed systems pro Having outlined the major components ¢t &AIL , this sec-
tocol against crashes. The tester can writefthepredicate tion presents the detailed algorithm atEFAIL's test work-

in Figure4. The filter policyfpGen(£1t) would retain a fail- flow (Algorithm 3). PREFAIL takes a systerSys to test,
ure sequencksonly if everyfit in fscorrespondsto acrash a list of tester-written predicat®xeds, and the maximum
in the setup stage (execution of thetup function). number of failuresV to inject in an execution of the sys-

In failure testing, since we are concerned with testing the tem. The testing process runs ¥ + 1 steps. At stepi
correctness ofecoverypaths of a system, one way to re- (0 < i < N), the Fl engine of REFAIL executes the sys-
duce the number of failure sequences to test would be totem Sys once for each failure sequence of lengtthat it
cluster them according to the recovery paths that they would wants to test, and injects the failure sequence during the ex
lead to. Out of all failure sequences that would lead to a par- ecution of the systenkS. is the set of all failure sequences
ticular recovery path, we can just choose and test one. Tothat should be tested in the current step, BSd is the set
achieve this, we can write the cluster predicate in Figure of failure sequences that should be tested in the next step.
If two failure sequencefs; andfs, have the same lastit, Initially FS. is set to a singleton set with the empty failure
and their prefixes that leave the lastt out (fs; p andfs;p sequence as the only element. Therefore, in step 0 the Fl en-
respectively) result in the same recovery path, then we cangine executeSys and injects an empty sequence of failures,
considefrfs; andfs, to be equivalentin terms of the recovery i.e. it does not inject any failure. The Fl engine observes th
paths that they would lead to since they involve injectirggth fips that are seen during execution, computess from
same failure at the same execution pointin the same recoverythem, and adds singleton failure sequences with tfiese



Algorithm 3 PREFAIL Test Workflow moves to the next step. This process is repeated till the last

1: INPUT: System under test (Sys), List of flt step.
and cls predicates (Preds), Maximum number of
failures per execution (V) 4. Crafting Pruning Policies
2: FS. = {0} [ i i i ici
3 FS, = {} n this s_ectlon, we p_resent the pruning pohugs_ that we
4 for 0 <i< Ndo have written and their advantages. More specifically, we
5. for each failure sequence fs in FS. do present our integration of HEFAIL to Hadoop File Sys-
6: Execute Sys and inject fS during execution tem (HDFS) Bg], an underlying storage system for Hadoop
7 Profile execution using fips observed MapReduce 1], and show the policies that we wrote for it.
during execution We begin with an introduction to HDFS and then present the
8: for each fit f computed from a fip in policies.
postInjectionFips(fs) do Overall, we make three major points in this section. First,
9: fs' = Append f to fs

by clearly separating the failure-injection mechanism and

12 eng%r: FS. Ufs policy and by providing useful abstractions, we can write
12; end for many different pruning policies clearly and concisely. Sec
13 FS, = Prune(Preds, FS,) ond, we show that policies can be easily composed together
14: FS =FS, to achieve different testing objectives. Finally, we shbatt

15 FS,={} some policies can be reused for different target systems. We
16: end for believe these advantages show the powerRERAIL. We

chose Python as the language in which testers can write poli-
cies in RREFAIL, though any other language could have also
been chosen.

Algorithm 4 Prune(Preds, FS)
1. FSp=FS 4.1 HDFS Primer
2: for predicate pr in Preds do
3:  if pr is a filter predicate then

p = fpGen(pr)

HDFS is a distributed file system that can scale to thousands
of nodes. Here we describe the HDFS write protocol in

g end if detail. Figure6 shows a simplified illustration of the write

6: if pr is a cluster predicate then I/Os (both file system and network writes) occurring within
7 p = cpGen(pr) the protocol. The protocol by default stores three replicas

8 endif three nodes, and is divided mainly into two stages: the setup
9:  FSp=p(FSp) stage and the data transfer stage; later, we will see how the
10: end for recovery for each stage is different.

11: return FSp Our FI engine is able to emulate hardware failures on

every 1/0O (every box in Figuré). As illustrated, there are

13 failure points that the FI engine interposes in this write
to FS,. ThereforeFS, has failure sequences that the FI en- protocol. (Note that, in reality, the write protocol perfts
gine can exercise in the next step, i.e. in the- 1 step. ~ more than 40 I/Os). At every I/O, the Fl engine can inject a
Before RREFAIL proceeds to the next step, it prunes down crash, a disk failure (if it's a disk I/O), or a network faikur
the sefFS, using the predicates written by testers. The pred- (if it's a network I/O). The figure also depicts many possible
icates inPreds are used to generate policies that are then ways in which multiple failures can occur. For example,
applied toFS, (Algorithm 4). The policy generated from  two crashes can happen simultaneously at failure-injectio
the first predicate is applied first €S,, the second policy ~ PointsB1 andB2, or a disk failure ab1 and a network failure
is then applied to the result of the first policy and so on. atE3, and many more. Interested readers can learn more
Note that the order of predicates is important since the poli about HDFS from here3g, 42 and our extended technical
cies generated from them may not commute. In step1, report (which depicts the write protocol in more deta23].
FS. is set to the pruned dowRS, from the previous step,

andFsS, is reset to the empty set. For each failure sequence#-2 Pruning by Failing a Component Subset

fsin FS., the failure-injection tool execut&ys and injects In distributed systems like HDFS, it is common to have

fs during execution. For eachit f that it computes from  multiple nodes participating in a distributed protocol. As

a fip observed aftefs has been injected (that is, faip mentioned earlier, let's say we haye participating nodes,

in postInjectionFips(fs)), it generates a new failure se- and the developer wants to inject two failures on two nodes.
quencefs by appendingf to fs, and addds’ to FS,. Af- Then there areé];) failure sequences that one could inject.

ter Sys has been executed once for each failure sequence inWorse, on every node (as depicted in Fig@yethere could
FS., PREFAIL prunes down the sé&S, with predicates and  be many possible points to exercise the failure on that node.



o NI N2 N3 oo I/O# Notes
ﬁ Al > A2)] > o A Forward setup message to downstream nodes.
() Y B2 A (The last node does not need to forward the setup message)
o B After receiving setup message, create temporary blockeatd files.
“ T T . T C Stream data bytes to downstream nodes.
Cl >C2 > « j_) (The last node does not need to stream the data bytes)
g | DI D2 g é D Write bytes to the block and meta files.
% El |« E2 = E Send commit acks to upstream nodes.

|:| FS Writes D-’ Net Writes

Figure 6. HDFS Write Protocol. The figure presents a simplified illustration of the HDFS w/dtotocol. Each box represents an /O
(file system or network), and thus a failure-injection pokdr ease of reading, we label each failure-injection poiith an alphabetical
symbol plus the node ID. The protocol begins with the cliemhfng a pipeline (Client-N1-N2-N3) to the three nodes eheplicas of a file
will be stored. The client obtains these target nodes fremtlaster (communication between client and master is netrshdor simplicity,
we don’t show many other 1/0Os such as other acknolwedgmehdiak 1/0s. We also do not show the rack-aware placemeniptites.

1 def cls (fs1, fs2): 1 def flt (fs):

2 1rsl = abstractOut (fsl1, ‘node’) 2 last = FIP (fs [ len(fs) - 1 1)
3 1rs2 = abstractOut (fs2, ‘node’) 3 return not explored (last, ‘loc’)
4 return (rsl == rs2)

Figure 8. New source location filter. Return true if the
Figure 7. Ignore nodes cluster. Return true if two failure  source location of the lastip has not been explored. The function
sequences have the same failures with the same contextemot ¢ FIP returns thefip in the argumentfst.

sidering the nodes in which they occur. The functiegtractOout

removes the mappings for nodes from fig s in its argument fail-

ure sequence. def cls (fs1, f£s2):

1

2 lastl = FIP (fsi[len(fsl) - 11)

3 last2 = FIP (fs2[len(fs2) - 1])

4 return (lasti[‘loc’] == last2[‘loc’])

To reduce the number of failure sequences to test, a devel-
oper might just wish to inject failures at all possible fadu Figure 9. Source location cluster.Return true if thefip s in
injection points inany two nodes. She can write a cluster the lastfit¢s have the same source location.
policy that uses the function in Figuiéto cluster failure
sequences that have the same context when the node is not ) ) o
considered as part of the context. With this policy, the tieve 4-3 Pruning via Code-Coverage Objectives
oper can direct the FI engine to exercise failure sequencesDevelopers can achieve high-level testing objectivesgusin
with two failures such that if the FI engine has already ex- policies. One common objective in the world of testing is to
plored failures on a pair of nodes then it should not explore have some notion of “high coverage”. In the case of failure
the same failures on a different pair of nodes. Using Figure testing, we can write policies that achieve different types
as an example, a failure sequence with simultaneous crashesoverage. For example, a developer might want to achieve a
at D1 and D2 is equivalent to another with crashes at D2 and high coverage of source locations of I/O calls where fasure
D3. can happen.

We also want to emphasize that this type of pruning pol-  To achieve high code-coverage with as few experiments
icy could be used for other systems. Consider a RAID sys- as possible, the tester can simply compose the policies that
tem [33] with IV disks that a tester wishes to test by injecting use thef1t function shown in Figur& and thec1s function
failures at any two of itgV disks. To do this, we definitely ~ shown in Figured. The filter policy explores failures at pre-
need a Fl engine that works for RAID systems, but we can viously unexplored source locations by filtering out a feglu
re-use much of the policy that we wrote for distributed sys- sequence if thefip in its latestfit (last) has an unex-
tems for RAID systems. The only difference would be in plored source location. The functi®@aP in Figure8 returns
the keys in thefips whose mappings we want to remove the fip in the argumentit. The functionexplored re-

(i.e. for distributed systems we removed the mappings for turns true if a failure has already been injected at the sourc
the ‘node’ key in Figuré, for RAID systems we remove the  location in the lastfip in a previous failure-injection ex-
mappings for ‘disk’ key). periment. For brevity, we do not show the source code of



fit Recovery Path (FidlLO)
Al. {ABCDE}x{234} o
B2. {ABCDE}x{134} |
Cl. {FGI}x{23}, {CDE}x{23} =
L]
O

SL SL+N

C2. {FGJx{13}, {CDE}x{13}
D1. {FG}x{23}, {CDE}x{23}
E2. {FG}x{13}, {CDE}x{13} O

<O e mp>QO

Table 2. HDFS Write Recovery. The table shows the de-
tailed recovery 1/Os of somgi ¢ s within the HDFS write protocol.
The first column shows thg ¢ s. Al isthefit for crash atthe I/0
ALl. (For simplicity, we do not distinguish here between &dhd
the failure-injection point that corresponds to the exémubf the
1/0). The second column shows the recovery paths returnéleby
getRecoveryPath function (Figurel0) for every fit shown in
the first columh. To save space, we use {AB} x {12} represents
the 1/0s A1, A2, B1, and B2. The third and fourth columns regmé
two ways of characterizing the recovery path; the same shepe
resents the same class of recovery path. For example, ttoectbii
umn represents the characterization shown in FigLtevhich uses
source location (SL) to characterize recovery. The foudhumn
uses source location and node ID (SL+N) to characterizeveop

these functions. Thels function in Figure9 clusters fail-

1 def getRecoveryPath (fs):
2 a = allFips (fs)

3 a0 = allFips ([])

4 rPath = a - a0

5 return rPath

Figure 10. Obtaining Recovery Path FIPs.Line 2 uses the
function al1Fips (§3.3) to get the set of allfips, a, observed
during the execution in whiclis is injected. Line3 obtains the set
of fip s observed when no failure is injected (represented by “[]")
Line 4 performs the “diff” of the two sets to obtain thep s in the
recovery path taken whefs is injected.

4.4.1 HDFS Write Recovery

As mentioned before, the HDFS write protocol is divided
mainly into two stages: the setup stage and the data trans-
fer stage. The recovery for each stage is different. Table
shows in detail the recovery I/Os, that is, the 1/Os that occu
during execution while recovering from an injected failure
(or failure sequence). We will gradually discuss the cotsten
of the table in the following sections. In the setup stage, if
a node crashes, the recovery protocol will repeat the whole
write process again with a new pipeline. For example, in the
first row of Table2, afterN1 crashes at I/O Al (A), the
protocol executes the entire set of I/0Os again (ABCDE) in
the new pipelineN2-N3-N4). However, if a node crashes in
the second stage, the recovery protocol will only repeat the
second stage with some extra recovery 1/0Os on the surviving
datanodes. For example, in the fifth row of TaBafterni

ure sequences that have the same source location in their lascrashes at D1 (D), the protocol first performs some syn-
fits. Thus, after the filter policy has filtered out failure se- chronization 1/Os (FG), and then repeats the second stage
quences that have unexplored source locations, the clustet/Os (CDE) on the surviving nodes% andng).

policy would cluster the failure sequences with the same un-
explored source location into one group. With these pdicie

4.4.2 Characterizing Recovery Path

PREFAIL would exercise a failure sequence for each unex- 10 Write a recovery clustering policy, a tester has to first

plored source location.

4.4 Pruning via Recovery-Coverage Objectives

In failure testing, since we are concerned with testing the
correctness ofecoverypaths of a system, another useful
testing goal is to rapidly explore failures that lead to dif-
ferent recovery paths. To do this, a tester can write a aluste
policy that clusters failure sequences leading to the same r

covery path into a single classrRBFAIL can then use this

decide how to characterize the recovery path taken by a
system. One way to characterize would be to use the set of
fips observed in the recovery path. Figur@ returns the
“difference” of thefips observed in the execution in which
a failure sequence is injected and thigs in the execution
in which no failure is injected. The difference can be thaugh
of as thef ips that are observed in the “extra” execution that
results or the recovery path that is taken when the failure
sequence is injected.

A tester can use the set 8ips observed in the recovery
path to characterize the recovery path. Thus, two failure
sequences that result in the same settigfs in the recovery

policy to exercise a failure sequence from each cluster, andPath are considered to be equivalent. Instead of using all of

thus exercise a d|ffer.ent recovery path with eagh failure se 11he reader might wonder why the 1/0s A, B, C, D, and E appeainaga
guence. Below, we first describe the HDFS write recovery in the recovery paths even though fetRecoveryPath function returns
protocol, and then explain the whole process of recovery- the “diff” between the 1/0s in the execution with failuresdein the normal

coverage based pruning in two steps: characterizing regove

execution path, and thus should exclude those I/Os. Thearnsthat these
1/Os are executed in the recovery path too, but with diffecemtexts (e.g.

path, and clustering failure sequences based on the rgcover gigerent message content, different generation numbet)we incorporate

characterization.

in thefip. For simplicity, we do not discuss these detailed contegte.h



8 def eqvBySrcLoc (fs1, fs2): %
9 rl = getRecoveryPath (fs1) E E @

10 r2 = getRecoveryPath (fs2) = —--°===-=—  —-==--=-=

11 ¢l = abstractIn(ril, ‘loc’) CIgC2 Cl
12 ¢c2 = abstractIn(r2, ‘loc’) @ @ l@ D
13 return c1 == c2 @ @ @

Figure 11. Equivalence of recovery paths. Return true (a) Src. Loc. (b) Src. Loc. + Node ID.

if two failure sequences result in the system executing HOs 4 recovery classes: 8 recovery classes:

the same set of source locations during recovery. The fomcti 0,m,e,0. 0,4,0,m,0,0,v, V.
abstractIn retains only the mappings for the source locations Figure 12. Recovery Classes of HDFS Write Protocol.
(loc’) in the fips in its argument set. The symbols (e.g., A1, A2) represent I/Os described in EiguA

shape (e.g.n) surrounding an I/O #X represents the equivalence
class of the 1/O with regard to the recovery path that is takgn
the contextin thé ips, the tester might abstract out thips HDFS when a crash occurs at that I/O. Different shapes remres
and use only part of the context in them to characterize a different equivalence classes. The two figures show how/@ |
recovery path. For example, the tester might want to use onlyare grouped differently into equivalence classes whenvego
the source locations dfips. Thus, she might consider two  paths are characterized in different ways (e.g., (a) usiogree
recovery paths to be the same if the I/Os in them occur at jocation only and (b) using source location and node ID).
the same set of source locations. The function in Fidure
considers this relaxed characterization of recovery paths
Thus, in REFAIL, a tester has the power and flexibility to
decide how to chara_ctenze and clgstgr recovery paths. lasti = fsi [ len(fst) - 1 I
If we use the equivalence function in Figukgto cluster 1 _ _
. . . ast?2 fs2 [ len(fs2) 1 1]
failure sequences that result in the same recovery path |_nto4 prefixt = £s1 [ O : len(fsi) - 1 ]
the same class, then we would obtain four different equiv- 5 efix2 = £s2 [ 0 : len(fs2) - 1 ]
alence classes for the HDFS write protocol. The third col- ¢ isEqv = eqvBySrcLoc (prefixl, prefix2)
umn in Figure2 shows the four classes), m, o, andO 7 return isEqv and (lastl == last2)
which represent the recovery pati8BCDE}, {CDEF}, : _ _
{CDEG}, and{CDE} respectively. Note that the recovery Figure 13. Equivalent-recovery clustering. Cluster two
paths of A1 and B2 are considered to be equivalert)(as failure sequences if their prefixes (that exclude the fasts) result
they have 1/Os at the same set of source locat{¢tBCDE} in the same recovery path and their Iagit s are the same. Line
even if the I/Os are executed in different nodes. However, if 6 uses theequBySrcLoc function in Figurell to compute the
the tester decides to characterize recovery paths usifg bot equivalence of the recovery paths of the prefixes.
source location and node ID, then the recovery paths of Al
and B2 would be considered to be differemt @ndA), as )
shown in the last column in Tabie acterize recovery paths. If the tester uses all of the con-

Figure 12 provides more details of how different 1/0s text present in &ip, the 1/0s in the write protocol will be
shown in Figure6 are grouped into different recovery grouped into 10 recovery classes. Interested readers chn fin
classes. The left figure shows 4 recovery classes that resulfn® €xplanations behind the different numbers of recovery
from the use of only source location to distinguish between clgsses in23]. In general, the more context information in
different recovery paths. Even by just using source logatio fips considered, the more we can distinguish between dif-

PREFAIL is able to distinguish between the two main recov- ferentrecovery paths, and hence the more the number of re-
ery classes in the protocoti(and ©). Furthermore, RE- covery classes of I/Os. Lesser context leads to fewer recov-

FAIL also finds two unique cases of failures that result in €Y classes and thus fewer failure-injection experimens,

two more recovery classem @nde ). In the first one®), a might miss some corner-case bugs.
crash at C1 leaves the surviving nodgs &éndN3) with zero-
length blocks, and thus the recovery protocol executes I/Os
at a different source location (labeled with | in Tale In After specifying the characterization of a recovery path,
the second ones(), a crash at C2 leaves the surviving nodes the tester can simply write a cluster policy that uses the
(N1 andn3) with different block sizes (the first node has re- c1s function in Figurel3. Given this policy, if there are
ceived the bytes, but not the last node), and thus I/Os at yettwo failure sequencegprefixl, last) and (prefix2,
another different source location (labeled as J) are egdcut  last), such thaprefixl andprefix2 result in the same

Figure12b shows the 8 recovery classes that result when recovery path, then BeFAIL will exercise only one of the
node ID is used in addition to the source location to char- two sequences.

1 def cls (fs1, f£s2):

4.4.3 Clustering Failure Sequences



1 def flt (£fs):

2 for £ in fs:

3 fp = FIP(f)

4 isCrash = (fp[‘failure’] == f‘crash’)
5 isWrite = (fp[‘ioType’] == ‘write’)
6 isBefore = (fp[‘place’] == ‘before’)
7 if isCrash and

(not (isWrite and isBefore)):
8 return False
9 return True

Figure 14. Generic crash optimization. The function
accepts a failure sequence if all crash failures in the segaeare
injected before write 1/Os. If a failure sequence has a criwgtt is
not injected before a write 1/0, then that sequence is rejcand
thus not exercised by the Fl engine.

To illustrate the result of this policy, let's consider the e
ample in Table. Thefit F. (crash at I/O F) can be exer-
cised after any of the crashes{&E} x {123} (i.e, 6 fits).
Without the specified equivalent-recovery clusteringeP
FaiL will run 6 experiments (DJF.... E3.F.). But with this
policy, PREFAIL will group all of the 6 failure sequences
into a single class (D1../E1. + F.) as all the prefixes have
the same recovery class (as shown in Figur&?2), and thus
will run only 1 experiment to exercise any of the 6 failure
sequences. If the tester changes the clustering functidn su

network write I/O that sends a message to an already crashed
node. This is because crashing a node before a network write
I/O can only affect the node to which the message is being
sent, but the receiver node is itself dead in this case. The
£1t function that implements this optimization is shown in
Figure16in AppendixA.

4.5.2 Disk Failures

For disk failures (permanent and transient), we injectifei
before every write 1/0 call, butotbeforeeveryread 1/0O call.
Consider two adjacent Java read I/Os from the same input
file (e.g, f.readInt () andf.readLong()). It is unlikely
that the second call throws an 1/O exception, but not the first
one. This is because the file is typically already buffered by
the OS. Thus, if there is a disk failure, it is more likely the
case that an exception is already thrown by the first call.
Thus, we can optimize and only inject read disk failures
on the first read of every fild.é., we assume that files are
always buffered after the first read). The subsequent reads t
the file will naturally fail. The policy for this optimizatio

is similar to the one for network failure optimization that i
explained in AppendiA (Figurel7?).

4.6 Failing Probabilistically

Finally, a tester can inject multiple failures if they shtis
some probabilistic criteria. We have not explored thiststra
egy in great extent because we need some real-world failure

that it uses both source location and node ID to characterizestatistic to perform real evaluation. However, we belidna t

a recovery path (Figuré2b), then REFAIL will run three
experiments as the prefixes now fall into three different re-
covery classes{, v/, and v).

4.5 Pruning via Optimizations

In general, failures can be injected before and/or afteryeve
read and write I/O, system call or library call. For some g/pe
of failures like crashes or disk failures, there are optaniz
tions that can be performed to eliminate unnecessary &ilur
injection experiments. In the following sections, we prase

specifying this type of policy in REFAIL will be straight-
forward. For example, the tester can write a policy as simple
as: return true iprob(fs) > 0.1. That is, inject a failure se-
qguencefs only if the probability of the failures happening
together is larger than 0.1. The tester needs to implement
the prob function that ideally uses some real-world failure
statistic €.g, a statistic that shows the probability distribu-
tion of two machine crashes happening at the same time).

In summary, the programmable policy framework allows
testers to write various failure exploration policies irder

policies that implement optimizations for crashes and disk to achieve different testing and optimization objectivies.

failures in distributed systems. Appendbdescribes the op-
timizations for network failures and disk corruption. By re
ducing the number of individual failure-injection tasksese
optimizations also help in reducing the number of multiple-
failure sequences.

4.5.1 Crashes

addition, as different systems and workloads employ differ
ent recovery strategies, we believe this programmabdity i
valuable in terms of systematically exploring failuresttha
are appropriate for each strategy.

5. Evaluation
In this section, we evaluate the different aspectsreERAIL .

In a distributed system, read 1/Os performed by a node affect\we first list our target systems and workloads, along with

only the local state of the node, while write 1/Os potengiall

the bugs that we found:%.1 and§5.2). Then, we quantify

affect the states and execution qf other nodes. Thereforethe effectiveness of pruning policies that we have written
we do not need to explore crashing of nodes around read(§5.3). Finally, we show the implementation complexity of
I/Os. We can just explore crashing of nodes before write PrReFaiL (§5.4).

I/Os. Figurel4 shows af1t function that can be used to
implement this optimization.

5.1 Target Systems, Workloads, and Bugs

The second optimization that we can do for crashes is We have integrated BEFAIL on different releases of three
that we do not crash a node before the node performs apopular “cloud” systems: HDFS3B] v0.20.0, v0.20.2+320,



and v0.20.2+737 (the last one is a release used by Cloud-
era customers9]), ZooKeeper 23] v3.2.2 and v3.3.1, and

Pruning speedup with diverse policies

CassandraZ9 v0.6.1 and v0.6.5. These integrations show 100000 BF
that it is easy to port our tool to real-world systems and re- S_’f,ﬂ —
leases. We evaluaterRFAIL on four HDFS workloads (log 2 10000 1 R-L mmm—m 70 00 0 °r
recovery, read, write, and append), two Cassandraworgload g . 0
(key-value insert and log recovery), and one ZooKeeper & 1000 - * 3
workload (leader election). In this work, we focused more £ \ 5
. . [} \

on Cloudera’s HDFS, and thus present extensive evaluation g 100 4 § § § o
numbers for it. We present partial results for other relsase g § § §

¢ i\ ' ,
5.2 Bugs Found 1 A } A ¢ L
With PREFAIL, we were able to find all of the 16 bugs Wit App LogR Wrt” App* - Wit App LogR Wrt* App”

(2 failures/run) (3 failures/run)

in HDFS v0.20.0 that we had reported in our previous
work [18]. We were told that many internal designs of HDFS — - it diff
have changed since that version. After we integrated-P Figure 15_' .#Experlme.nts run with different coverage-
FAIL to a much newer HDFS version (v0.20.2+737), we based policies.The y-axis shows the number of failure-injection
found 6 more previously unknown bugs (three have been (just crash-only failure) experiments for a given policydanwork-
confirmed, and three are still under consideration). Impor- '0ad- The x-axis shows the workloads: the write (Wrt), z’apben
tantly, the developers believe that the bugs are crucias one (APP): and log recovery (LogR) protocols from Cloudera’s-ve
and are hard to find without a multiple-failure testing tool. Sio" of HDFS. We also run workloads from the old HDFS release
These bugs are basically availabilig.g, the HDFS master ~ V0-20-0 (marked with *), which has a different design (anddee
node is unable to reboot permanently) and reliability bugs different results). Two and three crashes were injectedep@er-
(e.g, user data is permanently lost). For brevity of space, we Ment for the bars on the left- and right-hand sides respedyi
explain below only one of the new recovery bugs. This bug CC and BF represent the code-coverage policy and brutesfers
is present in the HDFS append protocol, and it happens be-Ploration, respectively. R-L, R-LN, and R-All represertaeery-
cause of multiple failures. coverage policies that use three different ways to charamtee-
The task of the append protocol is to atomically append covery §4.3): using source location onlyl(), source location and
new bytes to three replicas of a file that are stored in three "°de ¢1V). and all information infp (All). We stopped our ex-
nodes. With two node failures and three replicas, appendperlments when they reached 10,000 (Hence, the maximumenumb
should be successful as there is still one working replica. ©f €xPeriments is 10,000).
However, we found a recovery bug when two failures were
injected; the append protocol returns error to the caller an 5.3.1 Coverage-Based Policies
tbr;: T—Iuer;/:e\/;nrg trr?glgla;rEttrs]a;LQ{alséat\zetootlgebgltjzs)Tﬁel :‘]i?;:tcr?cS)Z; We show the benefits of using different coverage-based fail-
’ L . “ure exploration policies to prune down the failure space in
crash causes the append protocol to initiate a quite complexd”_fereﬁt ways. FﬁgurdS shol?/vs the different number Ef ex-
distributed recovery protocol. Somewhere in the middle of periments that REFAIL runs for different policies. An ex-
this recovery, a second node-crash happens, which leavesth__ . ' o
system in a);\ unclean state. The prothJ)IZol then initiates an_perlmenttake_s between 5 to 9 seconds to run. Here, we inject
other recovery again Howe.ver since the previous reCOVerycrash—only failures so that the numbers are easy to compare.

did finish and th v el g The figure only shows numbers for multiple-failure experi-
K not INISh an the system statg was not properly cleaned, o yis hecause injecting multiple failures is where the majo

this last initiation of recovery (which should be succeBsfu ottleneck is

cannot proceed. Thus, an error is returned to the appen :

I d . th . licaisi I With PREFAIL, a tester can choose different policies, and
catier, and worse since the Surviving replica Is in an Utlea. pence different numbers of experiments and speed-ups, de-
state, the file cannot be accessed.

pending on her time and resource constraints. For example,
the code-coverage policy (CC) gives two orders of magni-
tude improvement over the brute-force approach because it
simply explores possible crashes at source locations tthat i
We now report the effectiveness of some of the pruning has not exercised before.§, after exploring two crashes,
policies that we have written. We first present the code- there is no new source location to cover in 3-crash cases).
coverage (Sectiod.3 and recovery-coverage (Sectidr) Recovery clustering policies (R-L, R-LN, etc.) on the other
based policies, and then the optimization-based policieshand run more experiments, but still give an order of magni-
(Sectior4.5). tude improvement over the brute-force approach. The more

5.3 Effectiveness of Policies



#Failed Workload Crash Disk Net Data

Workload #F Exps #Bugs #Bugs: Failure  Failure  Corruption
Write 2 0 0 0 H. Read 2142 1/4 4/17 1/4
3 46 1 1 H. Write 571454 27127* 45/200 N.A.

Append 2 14 2 2 H.Append 111/880  43/60  117/380 1/18
3 31 ™2 *2 H. LogR 36/128 39/64 N.A. 3/28

LogRecovery 2 6 3 0 C. Insert 33/102 25/25* 12/26 N.A.
3 3 *)3 0 C. LogR 84/196 89/98 N.A. 5/14

Z. Leader 39/132 21/21* 31/45 N.A.

Table 3. #Bugs found. The table shows the number of failed
experiments (#Failed Exps) for a given workload using thepsest
recovery clustering policy (R-L in Figuré5) and the number of
crashes per run (#F), along with the actual number of bugs tha
trigger the failed experiments (#Bugs). The last columnu@s)

is the number of bugs that can be found using randomizedéailu
injection. (*) implies that these are the same bugs (i.egsbin 2-
failure cases often appear again in 3-failure cases).

Table 4. Benefits of Optimization-based Policies. The
table shows the benefits of the optimization-based polarie®ur
HDFS workloads (H), two Cassandra workloads (C), and one
ZooKeeper workload (Z). Each cell shows two numbers X/Yeavher
Y and X are the numbers of failure-injection experimentsifiogle
failures without using and with using the optimization resgvely.
N.A. represents a not applicable case; the failure type neweurs

for the workload. For write workloads, the replication factis

3 (i.e., 3 nodes participating). (*) These write workloads ot
perform any disk read, and thus the optimization does nokwor
here.

relaxed the recovery characterization, the lesser the eumb

of experimentsg.g, R-L vs. R-All). 5.3.2 Optimization-Based Policies

Pruning is not beneficial if it is not effective in finding
bugs. In our experience, the recovery clustering policies a
effective enough in rapidly finding important bugs in the
system. To capture recovery bugs in the system, we wrote
simple recovery specifications for every target workload.
For example, for HDFS write, we can write a specification
that says “if a crash happens during the data transfer stage
there should be two surviving replicas at the end”. If a
specification is not met, the corresponding experiment is
marked as failed.

Table 3 shows the number of bugs that we found even 54 Complexity
with the use of the most relaxed recovery clustering policy
(R-L, which only uses source location to characterize recov
ery). But again, a more exhaustive policy could find bugs
that were not caught by a more relaxed one. For example,
we know an old bug that might not surface with R-L pol-
icy, but does surface with R-LN policy which uses source
location and node ID to characterize recovery. The last col-
umn in the table shows the number of bugs that we can find

Table4 shows the effectiveness of the optimizations of dif-
ferent failure types that we described in Sectib. The
optimizations for network failures and data corruption are
shown in AppendiA. Each cell presents two numbers X/Y
where Y and X are the numbers of failure-injection exper-
iments for single failures without using and with using the
optimization respectively. Overall, depending on the work
load, the optimizations bring 21 to 1 times (5 on average) of
reduction in the number of failure-injection experiments.

The FI engine is based on our previous woilg][ which

is written in 6000 lines of Java code. We added around 160
lines of code to this old tool so that it passes on appropri-
ate failure and execution abstractions to the FI driver. The
FI driver is implemented in 1266 lines of Python code. It
implements a library of functions that testers can use to ac-
cessfits, fips and execution profiles passed on by the Fl
engine. It also uses the policies written by testers to prune

by using randomlzeq fa|lu_re |nject|0_n, tha_t 'S, by randomly down the set of failure sequences that can be exercised by FI
choosing the execution points at which to inject crashes. Fo : . ; : .
engine. We have written a number of different pruning poli-

each workload, we execute. the sy;tem as many tlme§ as W%ies in Python using the library provided by the FI driver. On
do for the recovery clustering policy, and randomly inject S .

. ) ‘ . CC an average, we wrote a policy in 17 lines of Python code.
crashes in each execution. Randomized failure injection ca
find the bugs for the write and append workloads, but not T
for the log recovery workload. This is because the bugs for 6. Limitations
the log recovery workload are corner-case bugs; the propor-PREFAIL does not control all kinds of non-determinism
tion of failure sequences that lead to a log recovery bug is present in a system executiang, network message order-
much smaller than that for a write or an append bug. This ing). Therefore, two executions of the same system against
shows that randomized failure injection, though simple to the same workload might be different, andeFAIL might
implement, is not effective in finding corner-case bugs that not be able to inject a failure sequence that seemed possible
manifest only in specific failure scenarios. to inject from a previous system execution. In future work,



we plan to control the non-determinism that arises out of coverage criterion like a given level of code coverage.dsus
network message ordering and also expose it to testers and variation of stochastic beam search to find the failure sce-
provide support for writing policies that can express theme narios that would have the maximal effect on the coverage
sage orderings to test for. criterion. Fuet al. [15] use compile-time analysis to find
which failure-injection points would lead to the execution
7 Related Work of yvhich_ error recovery code._They_use this information to
guide failure injection to obtain a high coverage of recov-
In this section, we compare our work with other work that re- ery code. To the best of our know|edge’ the authors of these
lates to failure-injection. More specifically, we discus8e  works do not address pruning of combinations of multiple
related work that provide some language support for speci- fajlures in distributed systems.
fying failure-injection tasks, and present techniquestmp The multiple-failure combinatorial explosion problem is
down large failure spaces. similar to the state explosion problem in model check-
There has been some work in designing a clear languageing. Existing system model-checke#3[ 44] use domain-
support for expressing which failures to inject. FAIL (Raul  specific optimization techniques to address the state explo
Injection Language) is a domain-specific language that de- sion problem. However, when it comes to multiple failures,
scribes failure scenarios for Grid middlewa®d]. FIG also we did not find any system model-checker that is able to
uses a domain-specific language to inject failures at fbrar effectively prune down combinations of multiple failures.
level [4]. Orchestra uses TCL scripts to inject failures at e believe that some of the pruning strategies that we have
TCP level 12]. Genesis2 uses a scripting language to specify introduced in our work can be integrated within a system
service-level failuresg]. LFl uses an XML-based language model checker.
to trigger failures at library leveld1]. These works however There has been some work in program testBidL[L, 17]
do not describe how a wide range of policies can be writ- that uses tester-written specifications or input genesator
ten in their languages. Furthemore, the tester might need toproduce all non-isomorphic test inputs bounded by a given
write codefrom scratchto build the failure-injection tasks in size. The Speciﬁca‘[ions or generators can be thought of as
these languages. In contrast, in our work, we abstract out apeing analogous to the tester-written pruning policies in
failure-injection task, and let testers easily use therimfo- PREFAIL, and the process of generating inputs from them
tion in the abstraction to write policies. by pruning down the input space can be thought of as being
Our work is motivated by the need to exercise multi- analogous to the process of pruning down the failure space
ple failures especially to test cloud software systems. As ysing policies. The specifications are used only for the pur-
mentioned before, one major challenge is the large num-pose of generating test inputs, and there is no support to ad-
ber of combinations of failures to explore. One direct way dress failures in the specifications.
to explore the space is via randomness. For example, ran-
dom injection of failures is employed by the developers at .
Google [7], Yahoo! [40Q], Microsoft [43], Amazon R(], and 8. Conclusion
other placesZ2]. Random failure-injection is relatively sim-  We have presented RBFAIL, a programmable failure-
ple to implement, but the downside is that it can easily miss injection tool that provides appropriate failure absti@ts
corner-case bugs that manifest only when specific failure se and execution profiles to let testers write a wide variety
guences are injected. of policies to prune down large spaces of multiple-failure
Another approach is to exhaustively explore all possible combinations. Currently, we are adding two other important
failure scenarios by injecting sequences of failures ipad- features to REFAIL: support for triaging of failed experi-
sible ways during execution. However, we found that within ments, and parallelizing the whole architecture REPAIL .
the execution of a protocok(g, distributed write protocol,  Since debugging each failed experiment can take a signifi-
log recovery), there are potentially thousands of possible cant amount of time (many hours or even days), being able
combinations of failures that can be exercised, which can to automatically triage failed experiments according te th
take hundreds of hours of testing timE9]. Thus, exhaus-  bugs that caused them can be very useful. PolicieRie- P
tive testing is plausible only if the tester has enough time FAIL already prune down a failure space and result in a
budget and computing resources. speed-up of the entire failure testing process, but pdizlle
Other than random and exhaustive approaches, there hagng PREFAIL would lead to an even greater speed-up. The
been some work in devising smart techniques that systemat-test workflow of RREFAIL can in fact be very easily paral-

ically prune down large failure spaces. Extensible L¥][ lelized.
for example automatically analyzes the system to find code Overall, our goal in building REFAIL is to help to-
that is potentially buggy in its handling of failures.g, sys- day’s large-scale distributed systems “prevail” agairos-p

tem calls that do not check some error-codes that could besible hardware failures that can arise. Although so far we
returned). AFEX 27] automatically figures out the set of use REFAIL primarily to find reliability bugs, we envision
failure scenarios that when explored can meet a certaimgive PREFAIL will empower many more program analyses “un-



der failures”. That is, we note that many program analy-
ses (related to data races, deadlocks, security, etc.)fare o
ten done when the target system faces no failure. However,
we did find data races and deadlocks under some failure sce-
narios. Therefore, for today’s pervasive cloud systems, we
believe that existing analysis tools should also run when th
target system faces failures. The challenge is that some pro [9]
gram analyses might already be time-consuming. Running
them with failures will prolong the testing time. We believe
the pruning policies that®EFAIL supports will be valuable

in reducing the testing time for these analyses. And again,
we hope that our work attracts other researchers to present
other pruning alternatives.
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A. Appendix

We explain the optimizations that we perform to eliminate
redundant failure-injection experiments for networkudeags
and disk corruption.

A.1 Network Failures

For network failures, we can perform an optimization simi-
lar to disk failures (Sectiod.5.9. Since there is no notion
of file in network I/Os, we keep information about the latest
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1 def flt (£fs):

2 for i in range(len(fs)):

3 fp = FIP(fs[il)

4 isNet = (fp[‘ioTarget’] == ‘net’)

5 isWrite = (fp[‘ioType’] == ‘write’)
6 isCrash = (fp[‘failure’] == f‘crash’)
7 rNode = fp[‘receiver’]

8 pfx = £fs[0:1]

9 if isNet and isWrite and isCrash and
10 nodeAlreadyCrashed (pfx, rNode):
11 return False

12 return True

Figure 16. Crash optimization for network writes. The

In addition, we clear the read history if the node performs a
network write, so that we can inject network failures when
the node performs future reads on different network mes-
sages. Also, we do not inject a network failure if one of the
nodes participating in the message is already dead. Figure
shows thef1t function that can be used to implement the
optimization for network failures.

A.2 Data Corruption

In the case of disk corruption, after data gets corruptéd, al
reads of the data give unexpected values for the data. It is
possible but very unlikely that the first read of the data give
a non-corrupt value and the second read in the near future
gives a corrupt one. Thus, we can perform an optimization

function accepts a failure sequence if for each crash at avoet
write to a receiver nodeNode in the sequence, there is no pre-
ceding crash in the sequence that occurs in the nadeie . The
function nodedlreadyCrashed (also implemented by the tester
but not shown) takes a failure sequence and a node as arggment
and returns true if there is a crash failure in the sequenc tic-
curs in the given node.

1 def flt (fs):

2 for i in range(len(fs)):

3 fp = FIP(fs[il)

4 isNetFail = (fp[‘failure’] ==

‘netfail’)

5 isRead = (fp[‘ioType’] == ‘read’)

6 sender = fp[‘sender’]

7 node = fp[‘node’]

8 thread = fp[‘thread’]

9 time = fp[‘time’]

10 pfx = £fs[0:1]

11 allFS = allFitSeqs ()

12 if isNetFail and isRead and

13 (not first(pfx, node, thread,
time, sender, allFS)):

14 return False
15 return True

Figure 17. Network failure optimization. The function
checks for each network failure at a read 1/0O in a failure sege

to see if it is the first read of data in its thread that is sentitsy
sender to its node. The functighirst (also implemented by the
tester, but not shown) determines this condition for eadivork
failure in the failure sequence. The keyme in a fip records the
time when thefip was observed during execution in the Fl engine.
This key helps in determining the temporal position of a riedtie
list of all failure sequencest1FS passed on by the Fl engine.

network read that a thread of a node performs. If a particu-
lar thread performs a read call that has the same sender as
the previous call, then we assume that it is a subsequent read
on the same network message from the same sender to this
thread (potentially buffered by the OS), and thus we do not
explicitly inject a network failure on this subsequent read

similar to the disk-failure case (Sectidrb.2.



